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IT Staff Guidelines


1. All users (faculty, staff and students) must comply with the UW Colleges Technology Use policy (http://www.uwc.edu/cio/iitc/Usage.htm) and the UW Regent’s Information Technology policy (http://www.uwc.edu/cio/iitc/Regents.htm)

2. Campus IT policies may augment but not supersede UW Colleges and UW Regent policies.

3. IT staff are under a professional obligation not to reveal users’ personal information that might be encountered during the course of maintenance of computers and network operations.

4. If IT staff discover possible illegal materials that appear to violate state or federal law they should discuss the proper handling of the situation with their supervisor. IT staff may not unilaterally contact law enforcement officials. Procedures for dealing with law enforcement officials in student-related issues are detailed separately (IT-FERPA-LAW ENFORCEMENT guidelines).

5. IT staff will not deliberately monitor a specific user’s activity or information for the purpose of detecting policy violations without an explicit order to do so from their supervisor.

6. When evidence of a possible policy violation is found, users should be notified of alleged policy violations and given 3 working days to respond.

7. All users are entitled to due process and user accounts will not be disabled for alleged policy violations except for the following conditions:

a. The user’s behavior or software in the user’s file space poses a threat to the networked environment,

b. the user’s file space contains materials alleged to be copyright violations,

c. the user has previously been notified of violations and has failed to respond adequately (email is an official means of notification).

8. Student users who have been repeatedly notified of policy violations and have not provided adequate explanations may be subject to action under the UWS 17 Non-Academic Misconduct policy (see UW SYSTEM policies and IT guidelines). 
